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The password ®

Everyone should know: Passwords must be secure and should be long and complex.

Avoid simple passwords like birthdays or names.

It is best, or sometimes even mandatory to include special characters, diacritics, and both
uppercase and lowercase letters in your Passwords.

@ Avoid using the same password for multiple accounts.
Do not write down passwords or share them with others.

Our Film shows Michaela, a young woman getting hacked and so learning everything about
security the hard way.
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Pator

Michasla, was scll das? Wieso beleicigst Du uns?
Entschuldige Dich!

Michaela £
Auf gar keinen Fall. lhr kdnnt mich alle malt
T

Lisa
Michaela, ich bin sehr enttduscht von Dir. Wieso tust
Du das?

Michaela
Weil Ihr alle doof said!

4

Nadine

Ich glaube, das ist nicht Michaela! Sie wiirde sowas nicht
schraiban, Bestimmit wurda ihr Account gehackt!

Highlights of the Film are:
Use secure passwords to reduce the risk of hacking.
Passwords should not be too short and should not contain dictionary terms like
sequences of numbers or letters.
The use of special characters, diacritics, and both uppercase and lowercase letters increases
the security of the password.
Reusing passwords for different accounts increases the risk of a hack.
Writing down or sharing passwords poses a security risk.

Social Media: Unveiling the Dual Nature of a Modern Phenomenon
In an age where connectivity is paramount, social media platforms have stormed into our
lives, transforming how we interact, consume information, and perceive the world. What was

once a novel communication tool has now become an intrinsic part of our existence. However,
as the lines between reality and virtuality blur, the question arises: Is social media a blessing

- that empowers us or a curse?
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The Blessings: Undeniably, social media has redefined the way we communicate and share
experiences. It has bridged geographical distances, allowing long-lost friends and family
members to reconnect, transcending borders and time zones. Platforms like for example
Facebook, Instagram, TikTok, and Twitter*,-have nurtured a sense of community, enabling
individuals to find like-minded souls and form meaningful connections that might have
otherwise remained dormant. Furthermore, the democratisation of information through
social media has empowered citizens to voice their opinions, sparking discussions on
pertinent global issues. Movements like for example #MeToo, the Arab Spring and
#BlackLivesMatter have demonstrated the potency of these platforms in igniting social
change. The speed at which news spreads via social media can challenge sexual
harassment, and oppressive regimes, bring attention to human rights violations, and
ultimately lead to reform. The Curses: However, the blessings of social media are
interwoven with curses that cast a shadow over its utopian promises. The phenomenon of
'digital addiction' has led to a society perpetually glued to screens, sacrificing genuine
face-to-face interactions for the instant gratification of online validation. The incessant
pursuit of likes, comments, and shares has led to a skewed sense of self-worth and
contributed to mental health challenges like anxiety, depression, and loneliness.

Moreover, the rise of
misinformation and fake news on
social media has corroded the
reliability of online information. The
echo chambers created by
algorithms  tailor content to
individual preferences, reinforcing
pre-existing beliefs and contributing
to the polarization of society. The
unchecked spread of
misinformation can have real-world
consequences, from influencing

political outcomes to exacerbating health crises. Ergo: In the grand tapestry of human
progress, social media presents itself as a paradoxical thread - one that weaves together both
blessings and curses. Its capacity to connect us transcends geographical boundaries, bringing
people closer than ever before. Yet, the cost of this connectivity includes the erosion of
privacy, the blurring of reality, and the proliferation of misinformation. The responsibility to
shape the impact of social media falls squarely on society's shoulders. We must strive to
harness its potential for good while mitigating its adverse effects. Encouraging digital literacy,
practicing mindful consumption, and demanding transparency from platforms are vital steps
to safeguarding the blessings of social media while neutralizing its curses. As we navigate this
- digital landscape, we must remember that social media is neither inherently good nor
inherently evil. It is a tool, a mirror reflecting our desires, aspirations, and shortcomings.
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The real question is not whether social media is a curse or a blessiing, but whether we
possess the wisdom and foresight to guide its evolution in a direction that benefits
humanity as a whole.

AI: Transforming Everyday Llfe in the Digital and Real World

. In a world where time can mean the difference between life and death, Al's speed and
accuracy have the potential to save countless lives. Similarly, AI-driven education tools adapt
to students' learning styles, providing personalised learning paths and improving educational
outcomes. Al's transformative power isn't confined to the digital space - it's also altering our
physical world. In the automotive sector, self-driving cars are becoming a reality, promising
safer roads and improved traffic flow. Al-enabled predictive maintenance in industries
ensures that machinery is serviced before breakdowns occur, optimising production and
reducing downtime. Even urban planning benefits from Al simulations, enabling architects and
city planners to design more sustainable and city planners to design more sustainable and
efficient spaces. L

Moreover, the rise of
misinformation and fake news on
social media has corroded the
reliability of online information. The
echo chambers created by
algorithms  tailor  content  to
individual preferences, reinforcing
pre-existing beliefs and contributing
to the polarization of society. The
unchecked spread of
misinformation can have real-world

consequences, from influencing political outcomes to exacerbating health crises. However, as
AI becomes increasingly intertwined with our lives, ethical concerns arise. Privacy is a
paramount issue, as Al relies on data to function effectively. Striking a balance between
convenience and personal data protection challenges policymakers and technologists alike.
Additionally, the potential for AI to exacerbate inequalities, if not regulated properly, raises
questions about access and fairness. Furthermore, AI's impact on the job market is a topic of
ongoing debate. While Al's automation capabilities may replace certain tasks, it also generates
new employment opportunities in fields such as Al development, maintenance, and ethical
oversight.

As Al becomes a tool rather than a replacement, upskilling and adapting to technolog|cal
changes become crucial for the workforce. In the realm of creativity, AI has already
demonstrated its prowess. From composing music to generating art, Al algorithms produce
content that challenges traditional notions of human creativity. While some argue that this
_dilutes the authenticity of human expression, others see it as a collaborative partnership that
pushes the boundaries of artistic exploration.
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Looking ahead, the fusion of AI with augmented reality (AR) and virtual reality (VR) is set to
redefine our interactions with the world. Imagine walking through a museum and having AI-
enhanced visuals and information seamlessly overlay your physical surroundings. Such
advancements have the potential to enrich experiences, from education to entertainment,
by blending the digital and real worlds. In conclusion, Al is rapidly becoming an integral part
of our daily lives, shaping interactions in both the digital and physical domains. Its ability to
analyse data, automate tasks, and enhance creativity brings forth a host of opportunities
and challenges. As we navigate this AI-driven landscape, it's imperative to foster
responsible development, ethical considerations, and ongoing education to fully harness the
potential of AI while safeguarding the values that define us as human beings. Embracing Al
as a tool for positive change can lead to a future where the boundaries between the digital
and real world blur, enriching our lives in ways we are only beginning to imagine.

Gambling Addiction

e —— i il

Teenagers are at an increased risk of addiction due to the ability to deposit real money in
video games. The constant availability of games, for example on mobile phones, and the
increasingly simple payment methods such as Paypal or payment cards pose an increased
risk for young people.

The growing number of offers and diversity of advertising measures also accustom young
. people to dealing with gambling-like content. A reflective and critical approach by parents and
children as well as constant awareness of the situation can protect them from having their
money taken out of their pockets or even developing addictive behaviour.

What the Video is about:

o The "Pay-to-Win" mechanism in games can tempt teenagers to lose a lot of money.

» Loot boxes have a gambling-like nature and are particularly dangerous for teenagers.

» Streamers promoting games can present a distorted image.

o Constant availability of games on mobile phonés increases the risk of addiction.
Parents should talk to their children about the risks of gaming addiction and promote
conscious usage.
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Will John Connor Save Us as Human Beings from Al and Big Data?

Prologue: .

In the rapidly advancing landscape of technology, artificial intelligence (AI) and big data have
emerged as powerful tools with the potential to reshape society. As these technologies
continue to evolve, concerns have arisen about their impact on humanity. The parallels
between our current reality and the dystopian visions portrayed in science fiction, such as the
Terminator franchise, prompt us to ponder: Could a hero like John Connor step in to
safeguard humanity from the potential dangers posed by Al and big data?

The Rise of Al and Big Data:

The 2Ist century has witnessed an unprecedented explosion in technological innovation. Al,
once confined to the realm of science fiction, has become an integral part of our daily lives.
From virtual assistants to self-driving cars, Al systems are increasingly capable of performing
complex tasks that were once the sole domain of humans. Coupled with Al's rise is the
proliferation of big data, fuelled by the digitisation of information and the internet. This deluge
of data holds the promise of uncovering valuable insights across various sectors, from
healthcare to finance.

The Promise and Perils:

Al and big data offer tremendous potential for societal advancement. Medical diagnoses can
become more accurate, transportation systems more efficient, and environmental
conservation more effective. However, this immense power also raises ethical and existential
questions. The widespread collection and analysis of personal data raise concerns about
privacy and surveillance. The potential for algorithmic biases and decision-making opacity
challenges the fairness of AI systems. Moreover, the fear of job displacement due to
automation looms large, sparking debates about the future of work.

Enter John Connor - A Symbol of Hope:

In the Terminator series, John Connor emerges as a symbol of resistance against a future
dominated by malevolent Al systems. While our reality may not mirror the apocalyptic
scenarios depicted in the'movies, the essence of John Connor's role holds relevance. Instead of
a single saviour, our defence against the potential pitfalls of Al and big data lies in
collaborative efforts. Governments, industries, academia, and society at large must come
together to establish ethical frameworks, regulations, and educational initiatives.

Safeguarding Humanity:

To ensure that Al and big data serve humanity's best interests, several key steps must be
taken. First, transparent and accountable Al algorithms must be developed, mitigating biases
- and ensuring that decisions are understandable and justifiable. Second, robust data
protection mechanisms, including strong privacy regulations and encryption standards,
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should be established to safeguard
individuals' personal information.
Third, investments in education and
retraining are essential to equip the
workforce with the skills needed to
thrive in an AI-augmented world.

Epilogue:

While we may not have a singular
hero like John Connor to shield us
from the potential risks of AI and big
data, we possess the collective
power to shape the trajectory of
these technologies. By harnessing
innovation responsibly, championing
ethical principles, and fostering
collaboration, we can navigate this KON Ul
Brave New World and ensure that Al and big data remain tools that enhance, rather than
threaten, our humanity. The path forward requires vigilance, adaptability, and a commitment
to upholding the values that define us as human beings.

Healthy Lifestyle and Unhealthy News Flow

Maintaining a healthy lifestyle can significantly reduce stress caused by exposure to
unhealthy news flow. Constant exposure to negative news and information can take a toll on
your mental and emotional well-being, but adopting healthy habits can help you manage and

mitigate this stress effectively. Here's how:
BREAKING
imit News Consumption: : NEWS

Be selective about the sources of news you follow and trust.
Set specific times for checking the news, and avoid constant updates throughout the day.
Consider using news aggregation apps or newsletters that curate and summarize important
stories.

ractice Mindfulness and Stress Reduction Techniques:

Engage in mindfulness meditation, deep breathing exercises, or yoga to help you stay
grounded and reduce anxiety. These techniques can help you focus on the present moment
and avoid becoming overwhelmed by negative news. ﬁ

v
) Stay Physically Active: )
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Regular exercise can reduce stress and improve your overall well-being. Aim for at least 30
minutes of moderate-intensity exercise most days of the week.

Maintain a Balanced Diet: - @

Eating a healthy diet rich in fruits, vegetables, whole grains, and lean proteins can improve
your mood and energy levels. Avoid excessive caffeine and alcohol consumption, which can

exacerbate stress. y4 4
y 4

rioritize Sleep:

Ensure you get enough sleep each night (typically 7-9 hours for adults). A well-rested body
and mind are better equipped to handle stress and negative news.

onnect with Others: Cj b

Share your concerns and thoughts with friends and family. Social support can help alleviate
stress and provide different perspectives on the news.

ngage in Relaxation Activities:

“Pursue hobbies and activities that you enjoy and that help you relax. Reading, listening to
music, spending time in nature, or pursuing creative interests can be therapeutic.

|Set Boundaries:

Establish clear boundaries with news consumption, especially on social media. Unfollow or
mute accounts that constantly share distressing content.

Stay Informed Responsibly:
While it's important to stay infor‘me; about current events, choose to read in-depth articles

Seek Professional Help:
If the stress from unhealthy news flow becomes overwhelming, consider talking to a mental
health professional for guidance and support.

y Remember that a healthy lifestyle is an ongoing process, and what works best for one
person may differ from another. It's essential to find a balance that suits your individual
needs and helps you manage stress effectively. Additionally, staying informed about reliable
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sources of news and engaging in critical thinking can help you maintain perspective
and resilience in the face of negative information.

What is The Interaction Between Adolescents from Different
Cultures and the Spanish?

The openness and cultural diversity of Spain facilitate the integration of adolescents from

Technology has become an integral part of modern life and has changed the way people
interact with each other and the world around them. This is especially true for teenagers, who
have grown up in an era where electronic devices and connectivity are ubiquitous. However,
the impact of technology on adolescents varies depending on their culture, since each
education has its own beliefs and values about the use of technology. In this article, we will
explore how adolescents from different cultures use technology, the challenges they face and
the benefits they obtain from its use, for this we have obtained information from adolescents
from different backgrounds at CEMU.

In general, teenagers from other countries find it easy to relate to Spaniards due to the open
_and welcoming nature of the Spanish idiosyncrasy, which values friendship and human

differences, which makes it easier for adolescents to integrate into Spanish society. In
addition, social networks are an important tool for adolescents from different cultures in
Spain to communicate and connect, since they are widely used. However, it is important that
adolescents respect social norms and expectations when using social networks to avoid
offending other people and build healthy friendships. Although each town, each community,
has its own social norms and behaviours, adolescents can enjoy successful intercultural
relationships in Spain thanks to the openness and tolerance of Spanish society and the
responsible use of social r)etwor‘ks.

The most popular social media apps among teens are Instagram, Tiktok, Twitch, Twitter,
Youtube, among others, they are widely used by youngsters all over the world, regardless of
their cultural background. However, some teens from other places may prefer other apps that
are more popular in their home country or better suited to their needs and preferences. In
any case, the use of technology is a powerful tool to connect and communicate with others,
and the applications that adolescent§ use depend more on their own preferences and needs
than on their cultural background. X "‘;
~ According to CEMU adolescents, it is observed that a high percentage, 77%, of students from
other countries choose to search the Internet in Spanish instead of using their native

language. In addition, they describe their social networks with terms such as “addictive, good,
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entertaining, interesting, among others.” These results show the preference of adolescents for
the Spanish language and reveal the positive influence they perceive in social networks,
considering them a source of entertainment and interest.
' Social networks are a source of
entertainment, regardless of the cultural
background of young people. Through
these platforms, they can access a large
amount of multimedia content such as:
videos, images, and memes, which provide
them with a way to relax and have fun
after school or extracurricular
responsibilities. They also use social
networks to follow their favorite
influencers or artists, and to discover new
interests, from video games to music or
sports. In short, social networks have
become an important channel of
entertainment for young people around
. the world, and the content they share and
consume reflects their personal interests
and preferences.
Social networks are also an important
source of information for adolescents
from other cultures living in Spain.
Through these platforms, they can keep
up with news and events happening in
their home countries, as well as other
places around the world.
Social networks offer a fast and accessible way to access news and reports, and many media
outlets use these platforms to disseminate their content to a global audience. In addition,
teens can connect with friends and family in their home country through social media, allowing
them to share information and stay up to date on what’s happening in their country.
For many teenagers, social networks are an integral part of their daily life, and they describe it
in different ways. Some may define them as addictive, as they may feel a need to constantly
stay connected and check their profiles and posts. However, others may describe social media
as a good thing, as it gives them the opportunity to connect with friends and family, discover
new interests, and stay informed about what’'s happening in the world. In short, social
networks can be seen in different ways by adolescents, depending on their own experiences
and perceptions.
_ In conclusion, social networks are a powerful tool that teenagers from other cultures in Spain
use to connect, communicate, learn, and entertain themselves.
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Through these platforms, teens can keep in touch with friends and family back home, as
well as make new friends and discover new interests. Social media also gives them a quick
and accessible way to access news and features, and to keep up with what’s happening
around the world. Although some people may describe social media as addictive, for
many teens it is a useful and entertaining tool for navigating the digital world. Ultimately,
the use of social media among teens from different cultures reflects the ways in which
technology is transforming our lives, and how teens are embracing these new tools to
connect with and learn more about the world around them.
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